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Abstract. This study mainly explores the relationship between the public's privacy concerns and the 
acceptance of artificial intelligence technology in public welfare projects driven by artificial 
intelligence. According to the privacy calculus model (PCM) and the technology acceptance model 
(TAM), the study shows that the public's privacy concerns will indirectly affect the perceived 
usefulness of the technology by affecting the public's perceived risks, and ultimately affect the 
public's acceptance of artificial intelligence technology in public welfare projects. For example, in 
public welfare projects such as medical care, education, and environmental protection driven by 
artificial intelligence, concerns about privacy leakage often reduce public trust and acceptance, 
affecting the advancement of projects and the development of artificial intelligence technology. On 
the contrary, effective privacy protection measures and open and transparent information disclosure 
behaviors can alleviate these concerns and increase the public's willingness to accept. The results 
of the study provide a theoretical framework for understanding how the public's privacy concerns in 
social welfare projects affect technology acceptance, and provide a basis for technology developers 
and policymakers to better improve technology and policies. Finally, the study proposes a strategy 
to balance technology development and privacy protection and reduce perceived risks while 
enhancing perceived usefulness. 
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1. Introduction 

In recent years, with the development of artificial intelligence technology, the application of AI in 

society has become more and more popular. The advancement of technologies such as big data, cloud 

computing, natural language processing (NLP), and deep learning has given AI great advantages in 

improving efficiency, optimizing resource allocation, and promoting innovation. It has also shown 

broad applications in social welfare project prospects. For example, the application of Google's "AI 

for social good" project in the diagnosis of diabetic retinopathy has significantly improved the 

efficiency of disease screening, which is a major progress in AI's promotion of social welfare [1]. 

However, despite these benefits, the expansion of AI has also raised concerns about privacy and 

security. Since AI systems often collect sensitive data such as users' locations, contacts, calendars, 

and activity histories, the possibility of privacy leakage has become a major obstacle to the public's 

acceptance of AI technology in public welfare projects. According to the report "Trust in Artificial 

Intelligence: A Global Study", 61% of respondents are skeptical about AI and 73% are concerned 

about privacy issues, especially in applications such as recommendation systems and public safety. 

Privacy issues are significantly affecting the public's acceptance of technology [2]. 

In the academic field, although the number of studies on artificial intelligence has increased 

dramatically, research on the challenges of understanding and applying it at the individual level is 

still limited. Most studies focus on macro-level research in the business and public administration 

sectors, with fewer studies on public welfare projects and the individual level [3]. Existing research 

has confirmed that privacy issues are the main obstacle to public acceptance of technology [4]. 
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Artificial intelligence has great potential to improve human happiness and promote social welfare and 

is also a major direction of technological progress. Therefore, research on the application of artificial 

intelligence technology in public welfare projects is very important [5-7]. 

This study aims to explore the relationship between the public's privacy concerns and the 

acceptance of artificial intelligence technology in public welfare projects. By integrating PCM and 

TAM theories, this study aims to provide valuable insights for the future development and 

policymaking of artificial intelligence, ensuring the responsible and effective use of artificial 

intelligence technology in social welfare projects. 

2. Analysis of the impact of privacy concerns 

This section mainly analyzes how the public's privacy concerns in social welfare projects affect 

the acceptance of AI technology based on PCM and TAM theories. 

2.1. Public privacy concerns and AI technology acceptance from the perspectives of PCM and 

TAM theories 

The PCM theory was proposed by Dinev and Hart. It refers to the fact that when users decide 

whether to disclose personal information, they will calculate to weigh the potential risks and benefits 

[8]. This theory provides a framework for understanding people's decision-making in the process of 

technology acceptance and information disclosure. Among them, perceived risk refers to the 

subjective assessment of potential losses when using a service or product, reflecting a combination 

of uncertainty and the severity of consequences [9]. In contrast, perceived benefits refer to the positive 

utilities that users believe the technology may bring, such as functional, economic, or social 

advantages [10]. In the PCM framework, privacy concerns are considered to be the core antecedent 

affecting perceived risk. High privacy concerns amplify users' perceived risks, thereby reducing their 

willingness to disclose information and technology acceptance [8,10]. 

This trade-off between perceived benefits and risks also exists in the context of AI being applied 

to social welfare projects. In recent years, due to the lack of transparency in technology development 

and frequent data abuse incidents, the public's awareness of privacy rights has continued to increase, 

and privacy issues have become a key factor affecting technology acceptance [11]. In public welfare 

projects, in the medical field, although AI technology has improved the accuracy and efficiency of 

diagnosis, the sensitivity of personal health data has led some members of the public to adopt a 

cautious attitude [12]. In the field of education, AI can improve learning outcomes and resource equity 

through personalized teaching plans, but due to data bias and surveillance culture, it has caused 

concerns among parents and students [13]. In terms of environmental protection, AI can effectively 

monitor environmental data and optimize resource allocation. However, users' personal location or 

behavior data may be leaked, which hurts their willingness to accept [14]. Therefore, in the context 

of AI being applied to social welfare projects, the public's degree of concern about privacy will 

significantly affect its acceptance. Individuals with lower privacy concerns may be more inclined to 

prioritize functional or social benefits, while individuals with higher privacy concerns may reduce 

their willingness to adopt such technologies due to their concern about potential privacy risks, 

affecting the development of the technology. 

TAM is one of the basic theories for understanding user behavior and technology adoption. It was 

proposed by Fred Davis based on the Theory of Reasoned Action (TRA) and the Theory of Planned 

Behavior (TPB) in psychology to predict and explain users' acceptance of technology. TAM shows 

that external variables indirectly affect the actual acceptance and use of technology by affecting users' 

perceived usefulness (PU) and perceived ease of use (PEOU). PU refers to "the subjective probability 

that a potential user will improve his or her work performance in an organizational environment by 

using a specific application system" [15]. PEOU refers to the degree to which users find technology 

easy to learn and use. In other words, PU and PEOU are two key variables that affect users' behavioral 

intentions, and they can directly predict users' actual usage behavior [16]. 
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As the model develops, TAM incorporates more variables that affect perceived usefulness, such 

as perceived risk and privacy concerns. For example, Pavlou integrated trust and perceived risk into 

TAM in his research, pointing out that perceived risk is a key factor affecting technology acceptance 

[17]. In addition, the study by Schomakers et al. applies variables (e.g., privacy concerns, perceived 

risk, and perceived benefits) from the PCM to the TAM model, which further complements the 

explanatory power of TAM from a privacy perspective [10]. These changes enrich the TAM theory 

and increase the persuasiveness of the model on modern technology acceptance behavior. 

In this study, the model can be shown to indicate that an increase in the public's perceived risk of 

an AI public good project will weaken the perceived usefulness of the AI technology, thereby 

reducing the technology acceptance of the project. For example, in the medical field, although AI 

technology can improve diagnostic efficiency and accuracy, if the public's concerns about privacy 

leakage are high, they will be skeptical about the actual usefulness of the technology, thus reducing 

their willingness to accept the technology. Similarly, in the education sector, while AI can personalize 

education programs and improve resource allocation, parents and students may perceive its utility as 

less than expected due to concerns about misuse or improper storage of student data, which can 

undermine its perceived usefulness. In the environmental domain, while AI technologies for 

optimizing resources and monitoring the environment have significant social benefits, potential risks 

to personal data (e.g., leakage of location information) may reduce the public's trust in the technology, 

which in turn affects its adoption intentions. 

Therefore, the TAM model combined with privacy-related variables not only explains the key 

influencing factors in the process of technology acceptance but also provides a systematic analytical 

framework for the study of privacy risk and technology adoption in AI public benefit projects. 

Through this model, it is possible to further understand how to increase perceived usefulness while 

reducing perceived risk to enhance public acceptance of AI public benefit projects. 

2.2. Exploring the relationship between public privacy concerns and technology acceptance in 

AI social good projects based on the integration of PCM and TAM 

The above analysis reveals that the PCM and the TAM share common ground in studying users' 

technology acceptance decisions. The intersection lies in the role of privacy concerns, which 

indirectly influence PU through perceived risk. This pathway reflects the theoretical integration of 

the two models. In this study, this relationship is manifested as follows: when the public expresses 

concern about privacy breaches in AI social good projects, they weigh the risks against the benefits. 

If perceived risks outweigh anticipated benefits or individuals are unwilling to accept privacy risks 

for technological benefits, their perception of the technology's usefulness diminishes, thereby 

reducing their willingness to accept the technology. 

 

Fig. 1. Privacy Concerns and Technology Acceptance Path Model. 
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As illustrated in Fig. 1, the summarized influence pathway in this study is: Privacy Concerns → 

Perceived Risk → Perceived Usefulness → Behavioural Intention → Technology Acceptance. In this 

pathway, users with higher privacy concerns exhibit greater sensitivity to the collection and misuse 

of their information, intensifying their perception of potential threats posed by the technology [17,18]. 

The increase in perceived risk significantly reduces users' expectations of technological benefits. 

When risks are deemed to exceed functional or economic benefits, evaluations of the technology's 

usefulness decline [9]. Since perceived usefulness is a core driver of behavioral intention, negative 

perceptions directly suppress the intention to adopt the technology, ultimately lowering actual 

technology acceptance [15]. 

In conclusion, the integration of PCM and TAM provides a critical theoretical framework for 

understanding how the public weighs privacy concerns in AI social good projects. It also offers an 

analytical foundation for further exploring how privacy concerns affect technology acceptance. 

3. The specific impact of privacy concerns 

3.1. Differentiated impacts of privacy concerns across AI fields 

Privacy concerns have different impacts (both positive and negative) in different domains, but the 

transmission mechanisms are very similar. 

For example, in healthcare, generative AI can revolutionize the healthcare field in several ways: 

the ability of AI to identify conditions, patterns, abnormalities, and risks (e.g., the aforementioned 

Google AI identifying diabetic retinopathy); and delivering dramatic improvements from 

administration to clinical decision support, which in turn improves patient outcomes, reduces costs, 

and accelerates medical discovery [19]. However, these systems that rely on large amounts of data 

also present new security and privacy risks, especially as it relates to the privacy of information in 

protected health information (PHI) and healthcare information systems (HIS). According to Akamai's 

report, the healthcare industry faces unique challenges in terms of cybersecurity, and the value of the 

information it holds is higher than that of other industries, which makes the healthcare industry one 

of the primary targets for data breaches, and the magnitude of the problem remains particularly acute 

across industries [20]. The impact mechanism is specifically that privacy concerns elevate perceived 

risk and lead to lower patient trust in AI technology. Until regulations and regulatory systems are 

improved, the importance users place on privacy concerns will also be a major obstacle preventing 

the application and development of AI in healthcare. 

In education, AI in education offers many opportunities to improve the educational process, from 

personalized curricula to the automation of assessment and administrative tasks. However, as 

Dzhorobaeva et al point out in their study, overuse of AI can also have serious negative consequences: 

insufficiently protected student data may be compromised, affecting student privacy; AI algorithms 

may exacerbate or reproduce social biases, especially on gender, race, or socio-economic background; 

and participants in the educational process (e.g., teachers, students) may lack understanding of the AI 

process, leading to misunderstanding or reliance on its results [21]. The specific mechanism of impact 

is also that privacy concerns elevate the perceived risk, thus weakening parents' and students' trust in 

educational AI systems. Therefore, it is crucial to increase the transparency of AI applications in 

education, such as the type of data collected, how it is processed, and how conclusions are drawn, but 

the increase in transparency is challenged due to intellectual property protection and the complexity 

of AI algorithms [22]. 

In the field of environmental protection, AI and big data technologies can help to collect complex, 

heterogeneous, high-resolution environmental data and process them through AI models to estimate 

and predict climate change, and environmental quality (e.g., air quality), to generate personalized 

alerts and recommendations to improve individual health and well-being and to facilitate relevant 

decision-making [23]. However, in environmental protection, much of the data is collected and shared 

by multiple entities (e.g., governments, businesses, and research organizations). If the sharing and 

use of these data are not sufficiently transparent or regulated, it may lead to data misuse or 
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unauthorized use, such as for commercial purposes or political manipulation [24]. According to the 

Citizen Ecological environmental behavior survey report, the public is more concerned about 

environmental benefits, with nearly 80% of respondents actively disseminating or participating in 

environmental information exchange. However, the public's priority for privacy concerns in 

environmental protection scenarios is relatively low compared to other areas, with only 14.8% of 

respondents having been involved in reporting environmental problems, suggesting that privacy 

concerns have had a very limited impact on the public's acceptance of technology in the 

environmental protection arena [25]. 

However, another study shows that privacy concerns reverse the public's willingness to accept 

technology when privacy policies are transparent, and protections are in place [26]. In 2020, Apple 

released changes regarding privacy labeling and introduced an Application Tracking Transparency 

(ATT) policy [27]. According to Statista, the strong correlation between iPhone sales in 2020 and the 

introduction of privacy-protecting features in 2020 is enhanced, with about 81% of Apple users 

stating that one of the reasons they chose an Apple product was the company's commitment to privacy, 

especially after Apple publicly promised that its products would not sell users' data and introduced 

related privacy-protecting features [28]. 

In summary, privacy concerns can have different impacts in different domains. For example, in 

the medical field, privacy concerns significantly reduce public trust in AI technology, especially in 

the case of health data leakage; in the education field, in addition to data leakage, privacy concerns 

lead to more serious social problems, such as exacerbation of social prejudices such as gender, race, 

and economic background; and in the field of environmental protection, privacy concerns are less 

common and the public is more concerned about the environmental benefits of the technology. On 

the contrary, the impact of privacy concerns on various domains is not necessarily negative; the 

example of iPhone sales proves that in information security, privacy concerns enhance users' 

preference and use of a certain product when the privacy policy is sound. In sum, although the 

structure of the impact of privacy concerns on different domains is different, there is a consistency in 

the transmission mechanism: by affecting the perceived risk (elevated or lowered) and thus changing 

users' acceptance of AI. 

3.2. Differential impact of privacy concerns at the individual level 

Research shows differences in acceptance of AI privacy concerns among different age groups. 

Younger people are typically open to new technologies, including AI, but their privacy concerns are 

on the rise [29]. According to the Pew Research Centre, about 70% of young people (18-29 years old) 

are willing to use AI technologies (e.g., smart assistants) in certain situations, and respondents over 

55 years old have significantly higher concerns than young people about AI surveillance and data 

collection, especially about inappropriate use or leakage of important information such as personal 

health data and financial data [30]. 

Acceptance of AI influenced by privacy concerns also varies across educational backgrounds, with 

the Pew Research Centre study showing that higher education groups (bachelor's degree and above) 

typically have higher rates of AI privacy concerns. Specifically, in the U.S., 71% of highly educated 

people say they are concerned that AI will invade their privacy or misuse their data, compared to 45% 

of lower-educated people. Compared to the low-education group, the high-education group is 

typically more cognisant of privacy risks and also tends to be concerned about the transparency of 

the technology and the controllability of the data. 

In summary, the differentiation of privacy concerns is also reflected in the context of age and 

education, while young people's openness to new technologies and increased concern for privacy 

protection further reflect the public's core demands for technology transparency and data security. 

This diverse demand provides an important reference for the future development of AI technology 

and the optimization of privacy policies. 
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4. Discussion and recommendations 

When analyzing how the public's privacy concerns affect the acceptance of AI technology in public 

interest projects, we need to consider multiple perspectives. It is important to pay attention to the 

public's increasing demand for privacy protection and ensure that technology developers' efforts in 

transparency and security are balanced with the actual needs of public interest projects. 

4.1. Enhancing public awareness and trust in privacy protection 

Privacy issues are one of the core obstacles to the public's acceptance of AI technology. Research 

shows that when the public faces the risk of privacy leakage, they may be more inclined to refuse to 

use AI technologies involving personal data, even if these technologies can significantly improve the 

efficiency or effectiveness of welfare projects [31]. Therefore, recognizing the public's demand for 

privacy protection and enhancing their trust in technology are necessary conditions for technological 

development and are also key to achieving the goals of public welfare projects. 

First, governments, non-profit organizations, and technology developers need to work together to 

continuously improve ethical standards laws, and regulations regarding AI technology and enhance 

the importance of privacy protection [32]. For example, Google has detailed its ethical standards and 

commitment to transparency in the use of AI technology in public interest projects in its 'AI Principles' 

white paper, an open and transparent approach that not only helps to enhance public trust in the 

technology but also enables the public to understand the ethical considerations and safety and security 

behind the technology, thus easing their concerns [33]. Besides, public interest projects themselves 

need to find a balance between privacy protection and technology applications. For example, when 

designing public interest services, priority can be given to the use of anonymization or differential 

privacy technologies, which can ensure the validity of the data while minimizing the infringement of 

personal privacy. 

As some scholars have pointed out, the public will be more willing to participate and share personal 

information when they realize that AI technologies are not only safe and secure but also can improve 

the effectiveness of public interest projects. But all this presupposes that the promise of privacy 

protection must be really credible and rigorously implemented in practice [34]. 

4.2. Strengthening privacy protection measures for AI technology 

The application of AI technology in public welfare projects needs to strictly follow the principle 

of privacy protection. Developers should not only adopt advanced encryption technology, differential 

privacy, federated learning, and other technical means but also establish comprehensive data access 

and use rights management mechanisms. For example, differential privacy technology can effectively 

protect personal information while safeguarding the overall efficacy of data; federated learning allows 

model training without sharing the original data, thus finding a balance between data privacy and 

technology development [35]. 

In addition, AI technology developers and public interest organizations should develop clear 

standards and industry norms for the practice of privacy-preserving technologies. By introducing 

independent third-party organizations to evaluate and certify the privacy protection measures of AI 

technology, public trust in the technology can be further enhanced. Meanwhile, the establishment of 

a data leakage response mechanism, including risk warning, incident notification, and emergency 

response plan, can also effectively reduce the negative impact of possible privacy leakage [36]. 

By strengthening the privacy protection measures of AI technology, the public's concern about 

privacy leakage can be significantly reduced, thus enhancing their acceptance of AI technology. This 

will not only help promote the widespread application of AI technologies in public welfare projects 

but also contribute to the overall well-being of society.  
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4.3. Balancing public good needs and individual privacy interests 

When applying AI technology in public welfare projects, it is necessary to carefully weigh the 

relationship between public welfare needs and individual privacy rights. When designing technology, 

the public's privacy needs should be fully considered to ensure that the use of the technology complies 

with legal and ethical standards. At the same time, it is necessary to establish an effective public 

feedback mechanism and actively listen to the public's requirements, which will not only enhance 

public trust but also support the sustainable development of public welfare projects. 

Finally, balancing public interest and privacy requires strengthening interdisciplinary 

collaboration. Governments, technology companies, academic institutions, and nonprofit 

organizations can work together to develop industry standards and policy frameworks to provide clear 

guidelines for the application of technology. Such collaboration can not only reduce the arbitrariness 

of data use but also provide a legal basis for privacy disputes, thereby enhancing public trust. 

5. Conclusion 

The public's privacy concerns play a key role in influencing the acceptance of artificial intelligence 

technology in public welfare projects. This study uses PCM and TAM as theoretical frameworks to 

sort out the impact relationship between privacy concerns and technology acceptance. By exploring 

the application of artificial intelligence in public welfare fields such as medical care, education, and 

environmental protection, this study found that although increased privacy concerns often lead to 

reduced public trust and adoption, effective privacy protection measures can effectively avoid these 

risks and improve the public's acceptance of these technologies. Therefore, when designing these 

technologies, technology developers should fully consider the public's privacy rights, provide 

adequate protection, and enhance public trust by increasing transparency and data usage statements. 

Only in this way can artificial intelligence technology better serve public welfare and promote social 

progress while protecting public privacy. 
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