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Abstract. Under covert false data injection (FDI) attacks, the robust security control problem of
nonlinear active vehicle suspension systems (AVSSs) is examined in this paper. First, the network
fuzzy control active suspension model is developed, and the Takagi-Sugeno (T-S) fuzzy technology
is applied to address the uncertainty of AVSSs. Secondly, considering the influence of the FDI attack
model, a resilient controller is designed for AVSSs. The exponential stability condition of the system
under the network assault is then derived concurrently with the design of the Lyapunov function
associated with the membership degree. Lastly, a simulation test confirms the developed controller's
efficacy.

Keywords: Active vehicle suspension system, resilient controller, FDI attack model, Lyapunov
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1. Introduction

The suspension system is a crucial component of the vehicle's structure [1]. It can lessen vibration
between the body and wheels and stabilize the vehicle's body. Although passive suspension does a
better job of improving ride quality, it has trouble maintaining handling and road-holding capacity
simultaneously. At present, several types of suspension systems have been developed, including semi-
active suspension [2], active seat suspension [3], and active suspension [4] to improve the overall
performance of the vehicle. Recently, extensive attention has been paid to the advantages provided
by the active suspension system in achieving a compromise between three irreconcilable
performances.

To motivate a more comprehensive performance, several advanced control techniques are applied
to the active suspension, such as robust Heo control, event-triggered control, backstepping control,
networked control, and others. Notably, due to its remarkable resilience and effectiveness in
disturbance attenuation, the Heo control technique has been heavily used in the development of the
active suspension controller [5]. The issue of finite frequency fuzzy Hoo control for uncertain active
car suspension systems with sensor failures has been examined in [6], to name a few. Focusing on
the tire lateral force is susceptible to saturation. Wang et al. [7] suggested a robust Heo controller
to modify the vehicle's lateral motion . In order to enhance the vertical dynamic performance of
suspension systems and guarantee vehicle stability, it is crucial to research a fuzzy Heo control
approach appropriate for suspension systems.

However, the sprung mass and unsprung mass will vary to some degree as a result of the vehicle's
shifting passenger load and the loading and unloading of cargo. Consequently, the dynamic behavior
of the suspension system is often unpredictable and nonlinear [8]. It is crucial to notice that the
Takagi-Sugeno (T-S) fuzzy technique can characterize the nonlinear system and demonstrate its
applicability for controller construction by weighting a collection of sub-linear systems according to
the defined membership function [9]. Due to the aforementioned benefits, fuzzy technology has been
extensively researched, and notable advancements have been made in a number of areas, including
attack detection, controller synthesis, stability analysis, and so on. To name a few, based on the multi-
instantaneous fuzzy control mechanism, Shan et al. [10] studied the safety control problem of the
networked interval type-2 active suspension system. In [11], a flexible control technique for a yaw
moment control system was offered by the robust Hoo control method based on the T-S fuzzy model.
Currently, by putting on-board terminal equipment on the dashboard, the vehicle networked control
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systems (NCSs) are responsible for gathering, storing, and transmitting all of the vehicle's operating
circumstances, including both static and dynamic information. The networked vehicle system
typically functions as a real-time scenario and realizes human-vehicle interaction over a mobile
network. Despite these benefits, NCSs also present several significant difficulties, particularly with
regard to data transfer. Malicious network attacks are among the frequent issues that impact the
quality of data transmission and the overall control performance of NCSs throughout the network
transmission process [12]. Building a secure controller is therefore essential to shielding NCSs against
malevolent attacks.

This paper mainly studies the design of suspension system controllers based on the fuzzy control
model. The main work of this paper is as follows: (1) A fuzzy control strategy under FDI attacks is
proposed to reduce the impact of malicious network attacks and stabilize the suspension system
quickly. (2) A sufficient condition for satisfying Hoo performance is derived by employing a
Lyapunov function, which is related to the membership degree.

This is how the remainder of the article is structured. Section Il establishes the model of a quarter
car's active suspension system, and Section |11 provides and proves the system's exponential stability
condition under the fuzzy control model. Section 1V is a Simulink simulation experiment, which
demonstrates how effective the control mechanism is. Section V concludes the paper.

2. Preliminaries and Model Description

2.1. Active Suspension Model with Networked Fuzzy Control

Compared with previous studies, this paper establishes a class of network attack models,
considering the networked control process of the suspension system. The specific framework is
shown in Figure 1. Quarter-vehicle suspension has all the characteristics of vehicle suspension
systems, despite being a simple 2-degree-of-freedom idea. Researching such a representational model
is crucial as a result. The following expressions can be derived using Newton's second law:

my (t)ws (t) =G [WS (t) - W, (t)} —ks [Ws (t) — W (t)} +u (t)

3 : . . . 1)
m, ()W, (1) =g [ W (1) = vig, (1) ]+ kg [ wg (t) —w, (t) ]—u(t)—c, [ W, (t) =i, (t) -k, [w, (t)—w, (t)]
T
Sprung mass w, (1)
u(t)
Suspension : EZ = @ e
Unsprung mass - w,(#) ¢ 3 ﬁ
FDI Attacks
Tyre !H © 2o 9 COn;l:ltl:;l‘:izll(ﬁon
ikl[ (r)%fi:::; Wr (f)_f
Fig. 1. Quarter-vehicle suspension model
Define the following state variables:
Xl(t):Ws (t)_wu (t)’XZ(t):Ws (t)’ )
X (£) =W, (1) =W, (1), %, (t) =y, (1), z(t) =W (t)

where m, stands for the unsprung mass and m, for the sprung mass. The formula for the
actuator force is u(t). The damping and stiffness of the suspension system are denoted by c, and
k,, respectively. The tire's compressibility and damping are indicated by the k, and c, values,
respectively. The motion of sprung and unsprung masses is denoted by the letters w, and w,,
respectively. The road motion input is denoted by w, . It is possible to determine that v(t)=W, (t)
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using the velocity input for the disruption. In light of the above-mentioned descriptions, the

suspension systems are characterized as follows: Describe x(t)=[xlT X, Xs xI]T . Then the

suspension systems are described in the following manner in light of the aforementioned descriptions:
{)‘((t):Ax(t)+Bu(t)+ B, (t)v(t) @)
z2(t)=Cx(t)+D(t)u(t)

where
) 1 0 -1 ] T 0 ] S
k(1) c(t) 0 ¢ (t) 1 0
@ m( m® | mO |, |
0 0 0 1 ’ 0 Y ()
ke (t) c(t) ky (t) G (t)+c, (1) 1 m” ((t)
m,(t)  m(t)  m(t) m, (t) - my(t) | LA

C=_kst) (1) 0 cSt:ID= 1
mg(t)  mg(t) m; (t) m; (t)
To make the control design easier, denote discrete sampling period T,. Then, we convert the

continuous-time model (3) into a discrete-time model using the Euler discretization method
) x(h+1)—x(h)
X(t)L ——————
Td
x(h+1)= A"x(h)+B%u(h) + Bv(h) @
z(h) =C%x(h) + D%(h)

d _ d _ d _ d _ d _
where A’ =T;A+1,BY=T,8,B] =T,8,,C° =C,D" =D

The vehicle's sprung mass and unsprung mass will vary as a result of the loading and unloading of
body cargo, passenger up-and-down, tire wear, and other factors. Consequently, the suspension
system (4) must be modeled as a mass uncertainty model, meaning that m, and m, are unknown.

Think about assuming a range for m(t) and m,(t).m(t)e Mg Moo My (1) € [Mymins Mumax | -
Next, define the following variables:

{x(h +1)=3" G (c(m)[ A'x(h)+ BAu(h)+ B (h)] -
2(h)=3"" ¢(s(n))[cix(h)+ Dfu(h)]
where
¢i(s(h) =My (s () x Na(c2(n))
é72(§(h))= M1<§1(h))>< N2(§2(h))’ ©6)
¢5(5(h)) =M, (1(n))x Ny (s, (),
Ca(s(n) =My (g (h))x Ny (g, (h))
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1 ~ . 1 1 ~ 1 1 -
= m. = min = —,m,, = max = m
mg(h) Msmin s mg(h) Msmax o my (h) Mymin T

! . ¢i(s(h)) is the normalized membership satisfying ¢ (s(h))=0 and

my (h) - Mumax

> £(s(m)=1.

To render a more universally applicable discrete-time T-S fuzzy system, it is formulated with the
i-th rule as follows in terms of fuzzy dynamics:

Plant Rulei: IF g (h) is X{,5,(h) is X;,---,¢,(h) is X}, THEN

{x(h+1):A (h)+B,u(h)+B,mv(h)
)+ Dy

ms = max

min

o )
z(h) :Cg(h)x(h +D, h)u(h)

The expression ¢, (x(h)) represents the premise variables for ee{1,2,--n} and ie{12,,m}.
X, denotes the fuzzy associated with rule i. The normalized membership function ¢ (s(h))

satisfies ¢ (c(h))=0 and z:“:lgi(g(h)):l_And
A = 2 (S()A By = 365 (< (M) B By = 3, (< ()85
Comy = 2p i (s(M)CF Dy = 3G (s ()

2.2. Description of FDI Attack and Controller Design

Due to the open communication environment of NCSs, FDI attacks can take over physical devices
or network nodes, introduce inaccurate or meaningless data into the system, disrupt the flow of control
signals from sensors to controllers, and alter measurement outcomes. However, it is extremely
difficult for the attacker to totally alter the control signal in real-world applications because of the
attacker's limited energy. First, the random activation behavior of FDI attacks is represented by the
Bernoulli variable y(h) with equal probability, taking into account the randomness of FDI attacks.

The attacked signal is then assumed to be defined as follows:
%(h) =2 (h)(fe(h)=x(h))+x(h) (8)
which has the following characteristics:
Prob{z(h) =1} = 7,Prob{(n) =0} =1~ Z.E {x(N)} = Z.E{(x(h)- 2)’} = Z(1- 7)= .
where 7 and p’ stand for the arithmetic variance and expectation of y(h), respectively.

f,(h) is represented by the cyberspace assault signal, and its energy constraint is as follows:
Assumption 1: The energy signal f,(h) meets the following inequality by giving a matrix v,:

£, (M) <Y x(h) (9)

When y(h)=1 indicated the presence of an attack in the real network environment. When
z(h)=0, the system is absent to deception attacks.

Different from the traditional parallel distributed compensation (PDC) method, this paper
establishes the following non-PDC controller:

”(h)ZQg(h)Sg(lh)f(h) (10)

where Q€ ™™,S,,, €0 ™™ .. Which Q. and s, will be solved in the following

theorem. Equations (7), (8), and (10) together with the FDI attack signal's probability expectation,
allow us to get
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where A, = B (1 Qs(n)Sc(ny A2 = D) Qe(mySehy -

3. Exponential Stability Condition

Lemma 1 [13]: Given a positive definite symmetric matrix P >0, if there exists a matrix G such
that the following inequality is satisfied:

-G'P'G<P -G' -G (12)

Theorem 1: Given the positive scalar p, >0, attenuation coefficient g>1. Controller gain

matrices Qzny » Seqhy - Then the system guaranteeing Hoo performance is exponentially stable under
FDI attacks if there exists a positive symmetric matrix P.(ny >0 such that

M x11 * * *
@gl X * * i
M, _Pg“(h+l) *o*
M —-P * * *
LA U N (13)
3 0 O -
p,M, 0 0 0 -l *
| Ms 0 0 0 0 Ry
where
oo
q)25= 0 _‘gpgi(lh) * ’Ml=|:ﬂ(Ag(h)+(l_;?)Al) ﬁ;?Al ﬂBgv(h)]’M2=[_ﬁAl ﬂAl 0]'
0 0 -2

Mo =[Cry+(1-2)A; 7, O|My=[-4, A, O M;=[oY, 0 0]
Proof: Taking into account the deception attacks' energy function constraint (9) with a matrix Pg(lh) :
we can acquire

ox" (h)Y] P2

g(h)le(h)—Hf; (h)P: f, (h)=0 (14)

¢(h)

The following candidate function for the Lyapunov function is chosen using the homogeneous
polynomial approach after taking into account the influence of the membership function in this work:

V(x(h).¢)=p"x (h)Pg(lh)x(h) (15)

By defining the difference AV (x(h),&)=V (x(h+1),£)-V(x(h),£). using the forward difference,
we can obtain

E{AV (x(h).¢)} = E{ﬁ2<h+1>xT (h+1)P gy x(h+1) = 52X (h)pg(lh)x(h)} (16)

Denote 77(h)=[xT (h)y £ (h) +' (h)]T as the augmented state vector in accordance with (16),
and the following formulas also hold:

E{AV (X(h),{)} — g *E{UT (h)(MlT P§7(1|:1+1)M1 +p}2{|\/|;P§’(1h+1)M2)77(h)_ X' (h)Pg(lh)X(h)} a7)
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where M, :[ﬁ(Ag(h) +(1-7)A) SEA ﬁBgs(h)] M, =[-BA, SA, O].
Then, taking into account the known closed-loop system (11) and condition (13), if ®,, <0 and
since %" >0, we will be able to determine that

E{AV (x(h).¢)+ 87 (2" (n)z(h) =" (n)s(n))+Ox" () Y] P, Yax(h)=0F] (h)PLG £, ()]
'Bzh (h
IBZh T(h 4177( )

Since z'(h)z(h)>0 when s(h)=0, it may be inferred from (18) that
BV (x(h+1),£)-V(x(h).£)<0 (19)

It goes without saying that A%V (x(h+1),¢) <V (x(h).<), thus we can further promote that

(@ + M P My + P2M Py My + MI My + p2MI M, + MI P2 My ) (h) (18)

)
)©

V(x(h).&)< BV (x(h-1),8)< BV (x(h=2),¢) << B2V (x(h=n),& )<< g7V (0)  (20)
Next, it is obtainable from (20) that
&llx(h)IP<V (x(h).&) < B¢, 11 x(0) I (21)

where ¢& = (Amax (Pg(h)))_l,g2 =(/1min (Pg(h)))_l, which suggests that

Ix(h )||<E 5 IX(0)] (22)

and the system (11) is exponentially stable.
By summing the two sides of the equation (18) from 0 to oo inside the zero-initial condition, and
because V (x(«),£)=0 in the presence of an external disturbance v(h)=0, we can obtain that

E{:ZOZT (h)z(h)}sﬁgw (h)v(h) (23)

whereby the proof is finished and the Hoo performance index is satisfied.
It should be noted that due to certain nonlinear elements in (13), it is difficult to determine the

controller gains. To address the problem, after defining the matrix Y=diag{8;(h),sg(h),I,I,I,I,I,I},

an inequality for ensuring (13) can be obtained by pre- and post-multiplying (13) by Y and Y':

Ql * * * * * * *
0 6(21 * * * * * *
0 0 _72| * * * * *
_ Q, Q, Q -P * * * *
®,, - S (24)
Q, Qq 0 0 Py % * *
Q, O 0 0 0 -l * *
QO Q 0 0 0 0 -l *
| Qs 0 0 0 0 0 0 _Pg(h) |
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where

= Py = Sgqn) = Sk Q2 = BAwy Seqy + A= 2) By Qeiry X ==, B Qi

Q4 = Cp 1y Sen) *+ (1= 7) Dy Qs ) @5 = =2, D1y Q) 26 = VOYS 1. Q7 = BZB (1) Qo
Qg = P BB Qe () Qo = XD () Qun) L0 = £ B Q) 1 = FBpa oy

4. Simulation Results

Setting T, =0.004s] , #=1.0025 , Table | [14] displays the pertinent active suspension
characteristics. This study examines a particular example in which m, stays constant but m,

fluctuates. The controller gain matrices are then computed using Theorem 1’s requirement of
exponential stability of the system:

Table 1 Parameters of active suspension model.

Parameters Value Parameters Value
Ks 900 [N/m] Ky 2500 [N/m]
m, [2.45,2.9] [ko] m, 1 [kq]
c, 7.5[N-s/m] Cy 5[N-s/m]
Zinax 0.038 [m] Umax 38.3 [N]

Q1:[10’4><3.6630 ~0.0049 —107°x9.5034 0.0039],Q2:[10’4><3.6995 ~0.0053 —10"°x9.6893 0.0054}

0.00432 -0.0337 -0.0012 0.0025 0.0043 -0.0338 -0.0012 0.0025
S —10“x —0.0337 0.4907 0.0081 —0.15356 S —10% x —0.0338 0.4918 -0.0081 -0.1579
! -0.0011 0.0081 0.0012 -0.0103 |'? -0.0012 0.0081 -0.0012 -0.1027
0.0025 -0.1530 -0.0103 2.9955 0.0025 -0.1591 -0.1028 3.0272

The road displacement input is defined as:

zr(h)={0'02 he[0.1+nF,1.6 +nF] (25)

0 heg[0.1+nF,1.6+nF]

where ne{0,1,2,3} and F=3[s]. The simulation test using Simulink yields the following

primary comparative results based on the aforementioned parameter values and the pertinent control
gain matrices.

The main results of the suspension system under three working conditions are shown in Fig. 2-Fig.
4, that is, passive suspension, FDI attacks suffered, and the control method of no attack. Fig. 2 (a) is
the state response of the suspension system. When excited by a pulse road surface, the passive
suspension cannot return to a stable state. In the event of FDI attacks, the system's state can eventually
be restored to stability due to the controller's role. Without any attack, the state only changes upon
encountering a pulse and can quickly stabilize. As illustrated in Fig. 2(b), in the absence of control,
the tire and body under the passive suspension continuously jitter when encountering a road pulse.
However, with the controller designed in this study, both the tire and body can respond to impulse
interference and rapidly regain stability. Fig. 3 (a) and Fig. 3 (b) display the actuator force and sprung
mass acceleration under various operating situations, showing that the controller developed in this
research may lower the suspension's vertical acceleration while still meeting the actuator torque
limitation |u(t)|<38.3N . A more comfortable driving experience will result from simultaneous

improvements to the suspension system's dynamic deflection and relative dynamic tire load.
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Fig. 2. (a) State response curve of suspension system under impulse road excitation. (b) The
displacement change of each stroke in the vertical direction under the excitation of pulse road

surface.
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Fig. 3. (a) Actuator force under different conditions. (b) Sprung mass acceleration under different
conditions.
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Fig. 4. (a) Relative dynamic deflection. (b) Relative dynamic tire load.
The relative dynamic  deflection  (w,-w,)/w,, and relative dynamic load
k, (w, —w, )/(m, +m,)g of the suspension system with or without control are displayed in Table II

and Fig. 4. Even though the acceleration of the sprung mass is the primary focus of this research from
the standpoint of performance limitations, it is possible to confirm through simulation that it fulfills
(W =W, )/ Wo <1 and k, (w, —w, )/(mg +m,)g <1 without taking these two hardware constraints

into account. The vehicle body's vertical acceleration, relative dynamic disturbance, and relative
dynamic load are all reduced by 89.5%, 49.41%, and 69.84% on the RMS index, respectively, in
comparison to the passive suspension. This further confirms that the approach proposed in this paper
can improve riding comfort.

Table 2 RMS performance index values for the rough road profile.

o Wy — W, I(u (Wu _Wr)

Method Wy W m.+m)g
Passive suspension 4.4971 0.1943 0.2195
. 0.4724 0.0983 0.0662

Control strategy in this paper (-89.506) (-49.41%) (-69.84%)
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5. Conclusions

Through rigorous theoretical analysis and simulation validation, the control strategy proposed in
this study demonstrates the exponential stability of the system. Additionally, this strategy ensures the
vehicle's stability and security under covert FDI attacks. According to the results, the suspension
system with a resilient controller performs better. More complex external conditions should be taken
into account in future studies, and controllers that can balance harsh limitations like dynamic loads
on the suspension system and dynamic disturbances with driving comfort should be developed.
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